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Foreward
Risk and Compliance is undergoing an evolution as we respond, reimagine 
and reform the operating model. At the forefront of enabling the new ways 
of operating, lie employee safety and ability to provide secure technology 
solutions to keep up with the new norms of working. 

Working from home has changed the threat landscape for cyberattacks. 
Social engineering and vectors like phishing are rapidly on the rise. 
Malware delivery has accelerated as internet has become less restrictive 
with increase in use of BYOD (bring your own device)

Unlike the older days, where Business continuity would typically be 
thought through at a building, facility, state or at a country level. With the 
new working situation, the new continuity plans may morph to have work 
at home as the normal business operating state.

Dynamics of business relationships and partnerships would need to be re-
thought along with third parties and vendors to maintain a resilient supply 
chain.

As workforce refocuses from dealing with here and now pandemic situation 
towards adapting new norms and ways of working. Communicating 
creatively and often with focus and guidance on what to do, would be 
helpful. Increasing awareness of social engineering is going to be a key 
topic alongside, reiterating incident reporting and response protocols.

Organizations should rapidly review infrastructure and policies to support 
the new norms. Some of these aspects will play a critical role in creating a 
resilient workforce and ensuring availability of systems, which are needed 
to stay productive and help workforce embrace the new way we work.

Stay Safe, Stay Secure!

Kevin Mcgee 
Chief Risk Officer

Anuj Tewari 
Chief Information Security Officer



The impact of the Covid-19 virus is being felt by all businesses around the world. COVID-19 is 
affecting every element of business – from the robustness of supply to the availability of the labor 
force to the threat of rapidly waning customer demand. 

However, there is no denying that it is also acting as a catalyst for change – economic, societal, 
personal, and corporate - on a scale not seen since World War II. And for all the uncertainty 
about what the future will look like, it is already clear already that it will definitely be digital. This  
pandemic has peaked the work-from-home trend. Millions of people have been transformed into 
remote workers overnight. Done right, remote working can boost productivity and morale; done 
badly, it can breed inefficiency, damage work relationships, and demotivate employees.   

This current scenario can be used as a platform to gain deeper understanding of strategic 
operations, and in turn, develop more collaborative and resilient relationships. Durable corporate 
relationships and the degree of agility instilled within operating models are what can help 
organizations to strengthen overall preparedness in the face of any disruption. The triggers of 
this challenge can help organizations to spot opportunities within their current operating model.

The number of employers 
offering a work from home 
option has grown by 40% in 
the recent past days

During COVID-19, 88% of 
companies have encouraged 
or required their employees 
to work from home

Employers offering at least 
part-time telecommuting 
flexibility collectively save 
$44 billion each year.

80% of telecommuters 
report a higher morale, 
and 69% of telecommuters 
reported lower absenteeism

Since onset of COVID-19, 
there has been five fold 
increase in cyber attacks.

Sectors such as  Technology, 
Education, Finance etc. are 
more likely to work from 
home compared to sectors 
like hospital, agriculture 
etc. 

Sources:
https://www.fundera.com/resources/working-from-home-statistics
Bureau of Labour Statistics; The Guardian



Key benefits of working remotely
The Covid-19 outbreak has catapulted conversation around remote work. Within weeks, 
organizations moved from a work-happens-at-work mentality to a fluid  workspace. There are 
positive impacts from remote work beyond safeguarding employees from this pandemic.

Allowing employees the flexibility of working from home has allowed 
organizations to dramatically increase their talent pool and achieve significant 
cost savings and efficiencies.

Remote working increases 
productivity by reducing 
commute time and allowing 
employees to focus on work 
without office distractions

Remote working reduces 
air pollution, and carbon 
emissions, and saves energy, 
resulting in a positive 
environmental effect

Remote working improves 
work life balance, by 
reducing commute time, 
thereby freeing up more 
time for personal needs

Remote work greatly 
expands the talent pool, 
as organizations are no 
longer limited to hiring in 
a particular location and 
can instead attract talent 
outside major commercial 
areas. This in turn has the 
added benefit of reducing 
congestion in major cities

Remote working can 
greatly benefit employees 
transitioning back to work 
after major life events, 
for example, employees 
returning from parental 
leave

Moving employees out of 
office premises and into 
remote or home offices can 
save companies millions of 
dollars per year by reducing 
costs involved in keeping an 
office operating, such as the 
use of computers, phones, 
electricity, heating and air 
conditioning



Key Themes Playing Out On The Wider 
Economic Canvas

Digital transformation

Increasingly, a large part 
of the economic value 
created is coming from 
digital innovation, ecosystem 
propositions and new 
technologies. This clearly 
plays out in the soaring 
valuation of big tech that 
we have seen, and rapid 
investments in this space. 

Shift towards digital labour

The world was already 
embracing digital labour 
and bots, but COVID-19 
should accelerate this shift 
towards greater automation. 
Businesses will want to 
increasingly leverage digital 
platforms, which can continue 
uninterrupted in the event of a 
crisis and reduce dependence 
on personnel. 

Workspaces of the future

COVID-19 could mark a turning 
point in how people work. The 
pandemic is transforming the 
way organizations approach 
work, mobility, and flexible 
working models. We expect 
to see an acceleration of 
alternative work delivery 
models as well as employment 
constructs. Most of these 
new models will be powered 
by digital platforms for 
realization.

As organizations find ways to tackle the immediate response to this 
pandemic through process re-alignment, controls frameworks, and delivery 
structures, there are some imminent risks that may not be easily apparent 
but require a risk management lens. “Predicting the unpredictable: 
dealing with risk and uncertainty” has always been a key mantra, and 
this holds true today with the emergence of COVID-19. There are many 
associated risks which are a result of COVID-19, including Cyber and Fraud 
risks, Reputation risks, Supply Chain risks, and Health and Safety risks, to 
name a few.



Challenges arising from teleworking

Telecommuter Challenges

19% 
loneliness

17% 
collaborating 

and/or 
communication

8%  
staying 

motivated

25%   
dissatisfied with 

engagement  
with leaders

Dealing with cyber threats arising from work from home including 
threats like phishing, malware, ransomware etc. and making an 
organization prepared to handle cyber incidents while working 
remotely.

Maintaining compliance with regulatory and governmental 
requirements, communicating changes and underlying decisions to 
stakeholders, financiers, regulators and staff.

Ensuring that capacity of collaboration tools and remote-working 
solutions can keep up with the increased demand and adaptation of 
business teams to new operating model and technologies

Maintaining records which includes personal information of 
employees (including, for example, sensitive health information) and 
storing the same in segregated confidential files to which the access 
is restricted

Addressing the need of individuals to feel safe, connected, 
engaged and motivated in order to continue working effectively. 
Further establishing robust communication mechanism to increase 
collaboration, transparency and build upon employee trust.

Maintaining 
security

Regulatory 
Compliance

Technology 
adoption

Protecting 
Privacy

Creating 
collaborative 
culture

Sources: www.gartner.com, www.forbes.com



Building Fluid Digital 
Workspace
The Fluid Digital Workplace is an 
adaptive, scalable, and connected 
environment, which utilizes mobile 
systems, the cloud, and analytics 
to construct a remote environment 
that allows organizations to maintain 
employee productivity, while at the 
same time delivering as close to an in-
office experience as possible.

This new Fluid Digital Workplace 
prioritizes not the device but rather the 
user and the user experience.



Pillars of Fluid Digital Workplace

Trust

Transparency

Confidence

Adaptive

Ability to adapt and 
cater to dynamic 
workplace needs

Scalable

Design that is 
scalable across 

the workplace and 
workforce

Connected

Ability to connect 
the workforce 

and assets in any 
environment
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Cybersecurity
While organizations are moving towards a fluid workplace to maintain service continuity, there 
is a need to ensure an adequate security posture is maintained and compliance is monitored. 
Security experts have found that large-scale remote working has led to a surge in phishing 
scams and other cyber threats for both individuals and organizations.

Key objectives are:

 Empowers employees to work securely from anywhere and on any device

 Reduce risks of data breaches and ensure compliance with regulatory requirements

 Enhance cyber resilience so that organizations can quickly respond to and address cyber 
security threats

 Ensure security operations teams are able to 
work remotely

 Impart awareness and knowledge on cyber risks 
such as phishing, malware and ransomware 
(provide coordinated cyber security advisories 
and announcements)

 Ensure active monitoring of the user behavior in 
the fluid digital workplace for security threats

 Adopt zero-trust architecture in managing user 
identity and access

 Ensure cyber risks from fluid workplace are 
addressed adequately in the recovery strategies 
and crisis management plan

 Perform Cyber risk assessments and revisit the 
Cyber Security strategy

 Establish detailed guidelines on securely 
collaborating, interacting and sharing sensitive 
data across various channels 

 Enable security technologies around access, 
networks, end user, data security like DLP, SIEM, 
IDAM, PIM etc.

 Automate cybersecurity operations to handle 
increased threats in order to avoid overloading 
security analysts

 Test and improve the robustness of established 
cyber security posture, including response 
to cyber threats such as advanced persistent 
threats, phishing and ransomwares

SHORT TERM

MID TERM

LONG TERM



Regulatory
Regulatory resilience is the ability to continuously comply with applicable regulations even 
when working remotely. While establishing a fluid workplace, organizations should pay special 
attention to applicable regulatory requirements.

Key objectives are:

 Ensure compliance with applicable sectoral and regional/country regulations even in the face 
of a disaster

 People, process and technology that enable compliances to regulations are available 
seamlessly

 Being diligent in keeping up with updates from 
regulatory bodies

 Identifying applicable sectoral and regional/
country regulations and establish a process to 
comply the same

 Establishing appropriate communication channels 
for disseminating regulatory announcements or 
government advisories

 Review current facility setup from a health and 
safety perspective and ensure that it meets 
applicable requirements from the regulators/
government agencies

 Review employment handbook, contracts and 
health insurance coverage to ensure compliance 
with regulatory requirements as well as 
contractual obligations towards employees

 Revisit the audit plan by continuing to maintain 
and demonstrate regulatory compliance, 
thus reducing the potential for scrutiny from 
regulators, which may interfere with or slow 
down business activities

 Review cross border contracts and transactions 
and the impact of regulatory changes in other 
countries

 Analyze process to comply with regulatory 
obligations under events which are beyond 
organization’s control and considered as force 
majeure

SHORT TERM

MID TERM

LONG TERM



Privacy
Teleworking requires a number of technology solutions. These tools are used to share and store 
personal information, confidential information and information towards which organizations 
have contractual and/or legal obligations. To enable a fluid workplace, there is a need to consider 
how to collect, use and disclose personal information about employees/personnel in a privacy 
compliant manner.

Key objectives are:

 Increase the focus on data protection and ensure compliance to relevant data protection 
regulations

 Enabling and protecting access rights where personal information resides

 Ensure that all communication channels offer 
adequate security for the protection of data being 
accessed and shared by moving to cloud VDI 
environment

 Consideration of just-in-time notice to allow 
employees/personnel to make an informed 
decision as to whether they want to provide the 
information requested 

 Implementation of privacy by design for all new/
changes in technology, process and applications 

 Restrict download of confidential information on 
personal devices 

 Provide role-based access to employees to avoid 
misuse of personal information

 Storage limitation- all personal data collected for 
the lawful purpose should be securely disposed 
or anonymized, and archived as per statutory/
regulatory requirements 

 Collect and store personal and sensitive personal 
information in a structured digital format, which 
will increase reusability of the data

 Implement data leakage prevention technology on 
all systems where personal information is accessed 
and stored

 Transfer of sensitive personal information within 
the country or abroad to be only permitted 
provided the receiver ensures the same level of 
data protection

 Adopt technologies to anonymize/pseudonymize 
personal and sensitive personal information

 Automate activities such as personal information 
linking, breach notification, data discovery, consent 
management and vendor risk management

SHORT TERM

MID TERM

LONG TERM



Technology and collaborative platform
Technology collaborative platforms form the core of a fluid digital workplace that enable 
employees to connect, collaborate and create more efficiently. Organizations have started 
acknowledging the need to invest in technology and infrastructure to support teleworking 
and virtual collaboration capabilities. 

Key objectives are:

 Provide technology platforms that are simpler to adopt and easy to use to collaborate and 
connect

 Automate routine tasks of project management to help improve overall productivity
 Access to the knowledge base of the organization that enables employees to leverage 

existing information

 Ensure that remote working capabilities are 
scaled up to handle a large number of devices

 Ensure that new policies and procedures are 
established and resources are trained adequately 
to utilize collaboration platforms for remote 
working

 Review helpdesk capacity for responding to 
queries from users.

 Adopt holistic solution for collaboration.

 Leverage technologies such as cloud to enable 
flexible capacity planning

 Make use of intelligent technologies like self 
healing platforms etc. 

 Define procedures and controls to ensure 24-hour 
platform availability for employees

 Provide adequate mobility to employees 
by enabling access via mobile applications 
(productivity and integration suites) and BYOD 
devices

 Automate helpdesk services utilizing process 
automation techniques

 Provide automation capabilities in knowledge 
management leveraging RPA techniques

 Review and reprioritise strategic technology 
investments and accelerate change programmes 
that actively support resilience

 Embed data-driven culture to adapt and provide 
insights into changing customer needs

 Leverage augmented reality/ virtual reality  to 
help collaborate better 

SHORT TERM

MID TERM

LONG TERM



Operational Efficiency
The paradigm of fluid digital workplace is all about improving the user experience through 
creating seamless and well tuned workflows and generating efficiency benefits unparalleled in 
comparison to traditional workplace models.

Key Objectives are:

 Addressing the need of individuals to feel connected, engaged and motivated in order to 
continue working effectively

 Meeting the operational needs of business even when facility is not available, delivering 
quality and meeting changing expectations of the customer

 Easier workflows to enable faster turn around time

 Standardize and centralize operations through 
digital solutions improving operational efficiency

 Understand where demand has fallen or increased 
and adjust workload across the workforce 
accordingly

 Implement agile models to adapt operations to 
the fluid digital workplace

 Focus on low hanging automation opportunities 

 Accelerate RPA for routine tasks 

 Establish comprehensive metrics to measure and 
manage the efficiency of the digital workplace.

 Integrated User management, IT services 
management  and operations that work seamlessly 
to improve efficiency in the digital workplace

 Evaluate processes that can be automated to 
enable faster operations

 Build chatbots or self-service solutions that 
improve the efficiency of operations

 Reskill and/or upskill resources to enhance their 
versatility across different functional capabilities

 Continuously improve the operations by leveraging 
data and analytics

 Revisit the design of the employee remote 
experience to account for the new normal

SHORT TERM

MID TERM

LONG TERM



Role and context based service 
enablement
In the work from home model, it becomes very crucial that employees have access rights to only 
the information/information systems that they require to do their jobs. Further, other contextual 
parameters like location, time of the day should also be considered while providing access rights.

Key objectives are:

 To safeguard the organization from fraud and data leakage by ensuring access is provided 
only on a need-to-know basis considering the business role of the employee and location

 Effective governance management to monitor and restrict any malicious access

 Standardize roles and associated responsibilities
 Define rules for granting access rights in a fluid 

workplace, including establishing contextual 
parameters that should be considered, such as 
location, role, and time of the day

 Evaluate and redesign processes to enable role 
based access

 Update architecture to align with redesigned 
processes to ensure role-based access

 Perform role-based access rights reconciliation 
and identify discrepancies

 Automate role-based access and tagging of users 
to specific business functions

 Making use of user behavioral analytics tools 
like UIBA to identify fraudulent behavior and 
accordingly reduce/remove privileges

SHORT TERM

MID TERM

LONG TERM



Culture and change adoption
Culture is an intangible but critical aspect of the workplace –  it plays a crucial role in building 
mutual trust, motivating employees and empowering them to innovate, thereby increasing 
employee productivity and creating a competitive advantage.

Key Objectives are:

 Build a collaborative environment for employees and enable them to appropriately manage 
challenges or conflicts

 Provide contextual clarity to employees working in teams to ensure workforce understands 
the organization’s objectives

 Maintain connectedness to deliver higher performance and greater productivity

 Establish a human capital-centric culture that 
enables remote working and provides guidelines 
for professionalism while working remotely

 Formulate a dedicated change management and 
communication team that devises a strategy 
which must be attuned to the demographics of 
the workforce and their digital literacy level

 Proactively setup connect meetings such as virtual 
townhalls, informal socializing (virtual water 
coolers etc.)to keep employees connected

 Track and monitor changes in workplace culture, 
realign initiatives in line with business objectives to 
drive seamless adoption of cultural transformation

 Encourage transparency to build trust and 
professionalism across digital workforce

 Maximize employee connects with the leaders 
to inspire and motivate the workforce through 
various digital touchpoints.

 Shift from a role-based to a skill-based organization 
design and build virtual teams for that purpose

 Proactively drive employees to connect, 
communicate and innovate by leveraging 
technology

 Recalibrate the culture to drive agility across 
resources (people, facilities and technology) to 
increase human capital productivity, improve 
overall user experience and enable product and 
service innovation.

SHORT TERM

MID TERM

LONG TERM



Realign Cyber Resilience

Realign cyber posture to enable Anytime, 
Anywhere Workforce. Enhancing programs 
to identify, detect, protect and respond to the 
cyber threats in a zero-trust security model.

Digital Transformation

Provide technology platforms that are simple 
to adopt, easy to collaborate and connect. 
Drive efficiencies by enabling technologies 
like cloud, AI, machine learning and data 
analytics

Focus on Regulatory Compliance

Maintaining trust through global disruptions 
by building confidence in business to respond 
to changes in regulatory and contractual 
requirements.

Managing the Risk - Fluid Digital Workplace
Resilience in current scenario is a vital necessity as business needs to act on broader resilience plans 
as the shock begins to upturn established industry structures, resetting competitive positions. In 
order to effectively recover from the crisis and embrace the business opportunities that may arise 
from disruptions caused, organizations should focus on the following critical areas.

Resilience

Meet the operational needs of business even 
when facilities are not available, delivering 
quality and meeting changing expectations 
of the customer. Authorized personnel can 
access the right technology from anywhere, 
anytime with any device to remain productive.

Culture and Employee Wellbeing

Recalibrate the culture to thrive in the new 
normal. Encourage a people-positive approach 
through collaboration and teamwork.

Privacy by Design

Increased focus on data protection and 
ensure compliance to relevant data protection 
regulations. Enabling and protecting access 
rights where personal information resides.



Hello there! I am an Ideapreneur. I believe that sustainable business outcomes are driven by relationships 
nurtured through values like trust, transparency and flexibility. I respect the contract, but believe in 
going beyond through collaboration, applied innovation and new generation partnership models that 
put your interest above everything else. Right now 150,000 Ideapreneurs are in a Relationship Beyond 
the Contract™ with 500 customers in 46 countries. How can I help you?

www.hcltech.com


