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Stacey Champagne is a multidicipinary expert in 
insider risk, managing a global program in the 
financial services industry.

Stacey holds multiple certifications, including Certified Forensic Computer 
Examiner (CFCE) from the International Association of Computer Investigative 
Specialists (IACIS) and Insider Threat Program Manager (ITPM) from 
Carnegie Mellon CERT. She earned her Master of Science in Security and 
Resilience Studies with a focus on Cybersecurity Policy from Northeastern 
University, and a graduate certificate in Cybercrime Investigation and 
Cybersecurity from Boston University. Prior to a career pivot, Stacey served in 
the US Intelligence Community as a Visual Information Specialist, supporting 
multiple stakeholders from military leaders and policymakers all the way up to 
the President of the United States.

Motivated by her experience in this field, Stacey founded Hacker in Heels, an 
unapologetically feminine online platform committed to attracting, advancing, 
and advocating for women in cybersecurity.

@STACEYCHAMPAGNE

PRESENTING



How are you doing today?





In Brazil’s São Paulo state, people of colour are 62 percent 
more likely to die from COVID-19 than their white 
counterparts.

Data from the United States shows that the COVID-19 death 
rate for African Americans is more than double that of other 
racial groups.

In England and Wales, where the death rate for black, 
Pakistani and Bangladeshi people is nearly double that of 
white people, even when class and some health factors are 
taken into account.

STATS
Multiple factors are at the heart 
of these disparities, ranging from 
marginalization and discrimination, 
to healthcare access. 

Economic inequality, overcrowded 
housing, environmental risks, limited 
availability of healthcare and bias in 
provision of care may also play a part.

People from racial and ethnic 
minorities are also found in higher 
numbers in some jobs that carry 
increased risk, such as in the 
transport, health and cleaning 
sectors.

Source: “Address ‘Appalling Impact’ of COVID-19 on Minorities, UN Rights 
Chief Urges.” UN News, 2 June 2020.



Unpaid care work has increased, with 
children out-of-school, heightened care 
needs of older persons and overwhelmed 
health services. 

Gender-based violence is
increasing exponentially. Many women are 
being forced to ‘lockdown’ at home with 
their abusers at the same time that services 
to support survivors are being disrupted or 
made inaccessible.

While early reports reveal more men
are dying as a result of COVID-19, the
health of women generally is adversely
impacted through the reallocation of
resources and priorities, including sexual 
and reproductive health services.

Source: Policy Brief: The Impact of COVID-19 on Women. United Nations, 9 Apr. 2020.





29%
of U.S. workers say 
employer has cut jobs,
cut hours or frozen hiring

52%
say cutbacks at work are 
affecting their financial 
situation

81%
expect a negative effect 
on their workplace from 
COVID-19





Personal 
Predispositions Stressors Concerning 

Behaviors

Problematic 
Organizational 

Responses

• Medical/psychiatric 
conditions

• Personality or social 
skills issues

• Previous rule violations

• Social network risks

• Personal

• Professional

• Financial

• Interpersonal

• Technical

• Security

• Financial

• Personnel

• Mental health/
addictions

• Social network

• Travel

• Inattention

• No risk assessment 
process

• Inadequate investigation

• Summary dismissal 
or other actions that 
escalate risk

THE CRITICAL PATH

Hostile
Act+ + + =

The critical-path approach describes the personal predispositions that have 
contributed to individuals’ committing acts against their organizations.

Source: Shaw, Eric, and Laura Sellers. Studies in Intelligence Vol 59, No. 2 (Extracts, June 2015), 2015, Application of the Critical-Path Method to Evaluate Insider Risks.







CARNEGIE MELLON CERT “The insider threat program encounters 
the least complications and is most 
effective when it is directly aligned to 
the head of the organization...

...Programs that were aligned with HR/
HC, IT, Security, etc., discovered that 
the programs sometimes became too 
focused on the specific knowledge and 
skillsets of that organizational element.

Therefore, some organizations 
eventually realigned their programs to 
the senior exeutive or principal deputy 
to alleviate these types of issues.”
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“The human-centric nature of the insider 
threat issue increase the importance 
of incorporating behavioral sciences 
perspectives and expertise into insider 
threat program activities. Each employee 
responds to events and conditions 
in their work and personal lives 
differently—that response, positive or 
negative, is a key concern for an insider 
threat program...

...Personnel with this expertise may 
provide additional context and insight 
into social/cultural norms that may 
impact resulting mitigation strategies 
and furnish advice during periodic 
revisions to insider threat indicators, 
triggers, and thresholds.”

NATIONAL INSIDER THREAT TASK FORCE

INSIDER
THREAT
PROGRAM

MATURITY
FRAMEWORK

National Insider Threat Task Force



SIFMA
“In many cases, the only signals 
of an impending insider attack 
are commonly exhibited human 
behaviors that foreshadow the 
attacker’s intent. An appropriately 
trained insider threat mitigation 
team with counterintelligence skills 
can leverage technical tools, such 
as network monitoring software to 
detect and investigate suspicious 
insider behavior—but those tools will 
often be useless without the training, 
counterintelligence skills, and guidance 
to use them properly.”

CYBERSECUR I TY

INSIDER THREAT BEST PRACTICES GUIDE, 2ND EDITION
FEBRUARY 2018

PREPARED BY SIFMA WITH THE ASSISTANCE OF SIDLEY AUSTIN LLP
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INSIDER RISK ASSESSMENT

LAYOFFS

• Inability to financially care for self 
or others

• Release into an oversaturated 
job market

• Interruption in family planning
• Subjected to cultural shame
• Arbitrary criteria for layoffs 

appear discriminatory

• Take proprietary information 
to sell for money, attract a 
new employer, or form a new 
company

• Sabotage team members to 
increase perceived value to the 
company

• Pursue legal action against the 
company for previous injustices 
in hope of a payout

• Offer job searching resources or 
promote a directory of talent on 
your company website

• Use objective and transparent 
criteria for determining layoffs

• Reduce technology access on 
affected individuals

• Ensure assets are turned in upon 
dismissal. Send prepaid return 
box if needed

STRESSOR IMPACTS

CONCERNING 
BEHAVIORS MITIGATIONS



INSIDER RISK ASSESSMENT

INCREASED
CAREGIVING 

RESPONSIBILITIES

• New financial burden(s)
• Reduced personal time
• Need to learn new information 

and skills
• Interruption of standard working 

hours or reduction work 
availability

• Take proprietary information to 
sell for money or attract a higher-
paying job opportunity

• Unintentional increase in 
errors and mistakes that put the 
company at risk

• Quit due to inflexibility of 
management

• Treat others on staff poorly due to 
stress

• Provide resources and training 
related to work-life balance and 
caregiving

• Train managers on empathy 
and benefit of flexible work 
arrangements

• Establish a clear time-off policy 
and approval process that doesn't 
leave opportunity for manager 
bias

STRESSOR IMPACTS

CONCERNING 
BEHAVIORS MITIGATIONS
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Act+ + + =
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A company that empowers an insider risk team to 
advise and collaborate at all levels, and influence 

proactive solutions to address all of the factors along 
critical path; that company will be in the optimal 

position to handle insider risk in times of crisis and 
change—not just during a pandemic, but whenever 

anyone in your workforce is experiencing  
life-challenging events.



Thanks for listening

QUESTIONS?

email: s@staceychampagne.com    linkedin: staceychampagne   twitter: @staceychampagne
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